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tested file: test. dat
size of file: 10000000 bytes

The purpose of the following tests is to evaluate the suitability
of a true (physical) random nunber generator for cryptographic
applications. In [1] an evaluation nethodol ogy for physical random
nunber generators has been proposed by the Gernan Federal Security
Agency. In the mathematical-technical reference to [1], five tests
are defined for the P2-evaluation of a physical random nunber
generator (cf. [3] and [4]) which are inplenented in the follow ng
tests 1 - 5.

Results of test 1 (test (P2.i)(vii.a) of AIS 31, cf. [3] and [4])

Inthis test, the relative frequency r of bit 1 ocurring in the
first 100000 bits of the bit sequence is conputed. Then the bit
sequence passes the test if |r - 0.5] < 0.025

test scope: first 100000 bits
nunmber of ones: 50540

rel ati ve frequency: 0.505400
test value: 0.00540000 < 0.025

sequence passes test 1

Results of test 2 (test (P2.i)(vii.b) of AIS 31, cf. [3] and [4])

In this test, two disjoint sub-sequences TF(0) and TF(1) of bit pairs
are considered where TF(i) consists of the first 100000 bit pairs

of the form(i,x) ocurring in the bit sequence after the test scope
of test 1. Let v(i,j) denote the relative frequency of all bit pairs
of the form(i,j) in TF(i). Then the bit sequence passes the test

if |v(0,1) + v(1,0) - 1] < 0.02.

nunber of 2-bit words |ooked up: 201502
relative frequency v(0,1): 0.503640

rel ative frequency v(1,0): 0.496790
test value: 0.00043000 < 0.02

sequence passes test 2

Results of test 3 (test (P2.i)(vii.c) of AIS 31, cf. [3] and [4])

In this test, 4 disjoint sub-sequences TF(0,0),..., TF(1,1) of
3-tupel s are considered where TF(i,j) consists of the first 100000
3-tupels of bits of the form(i,j,x) ocurring in the bit sequence
after the test scope of test 2. For every i,j in {0,1}, let S(i,j)
denote the sub-sequence of all bits k such that (i,j,k) is el enment
of TF(i,j). Then sanple S(0,j) is conpared with S(1,j) for every

j =0,1. In this context, a conparison of two bit sequences g and h
of equal length is perforned by a conputation of the test val ue

t =(g0- hO0)”"2/(gO0+hO0 +(gl-h1”2/(g1+h1) where
g_i resp. h_i is the nunber of bit i occurring in sequence g resp. h
Let t_j be the test value for the conparison of S(0,j) with S(1,j)
Then the bit sequence passes the test if t_j < 15,13 for j = 0, 1.



nunber of 3-bit words | ooked up: 408534
test value t_1: 0. 392044 <= 15.13
test value t_2: 1.085910 <= 15.13

sequence passes test 3

Results of test 4 (test (P2.i)(vii.d) of AIS 31, cf. [3] and [4])

In this test, 8 disjoint sub-sequences TF(0,0,0),..., TF(1,1,1) of
4-tupel s are consi dered where TF(i,j,k) consists of the first 100000
4-tupels of bits of the form(i,j,k,x) ocurring in the bit sequence
after the test scope of test 3. For every i,j in {0,1}, let S(i,j,k)
denote the sub-sequence of all bits b such that (i,j,k,b) is an

el ement of TF(i,j,k). Then sanple S(0,j,k) is conpared with S(1,j, k)
for every j,k of {0,1}. In this context, a conparison of two bit
sequences g and h of equal length is performed by a conputation of the
test valuet = (g_.0- h_0)*2/(g_0+ h_0) + (g_1- h_1)"2 /(g_1 + h_1)
where g i resp. h_i is the nunber of bit i occurring in sequence g
resp. h. Let t_jk be the test value for the conparison of S(O0,j,k)
with S(1,j,k). Then the bit sequence passes the test if t_jk < 15,13
for all j,k of {0O,1}.

nunber of 4-bit words | ooked up: 823466

test value t_00: 6. 007264 <= 15.13
test value t_01: 2.918970 <= 15.13
test value t_10: 0. 027383 <= 15.13
test value t_11: 0. 109524 <= 15.13

sequence passes test 4

Results of test 5 (test (P2.i)(vii.e) of AIS 31, cf. [3] and [4])

Inthis test, the Coron test with the parameters L = 8, Q = 2560,

and K = 256000 is performed (cf. [2]). For the first QK 8-bit-words
after the test scope of test 4, the test value f of the Coron test is
conputed. The bit sequence passes the test if f > 7.976.

8-bit words | ooked up: 2560 + 256000 bytes
f-value: 7.99967012
7.99967012 > 7.976

sequence passes test 5
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